
@uchi_mata @NodyTweet

Pentesting Cloud 
Sandboxes in the wild

Matthias Luft & Jan Harrie

BSides Munich August 2020 Slides: gurke.io/bsidesmuc2020

https://twitter.com/uchi_mata
https://twitter.com/NodyTweet


@uchi_mata @NodyTweet

Who we are

BSides Munich August 2020

https://twitter.com/uchi_mata
https://twitter.com/NodyTweet


@uchi_mata @NodyTweet

Short Container Re-Cap from last Year
Fucking Containers - how do they work? by Andreas Krebs, BSidesMuc 2019 [1]
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Short Container Re-Cap from last Year

Source: https://twitter.com/b0rk/status/1225445956734390273

BSides Munich August 2020

https://twitter.com/uchi_mata
https://twitter.com/NodyTweet


@uchi_mata @NodyTweet

What We Will Cover
● Container Breakout Techniques & Attack Surface
● This is a very interesting topic, however:

○ Unless grossly misconfigured, not your most relevant risk.
○ Keep control plane, API, supporting services, and supply chain in mind!
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Attack Vectors – Host Filesystem
Container is started with access to host root directory

Leverage “normal” Linux privileges escalation techniques

Configure and (ab)use existing host services

⇒ Create user + SSH
⇒ Cronjob

Hands-on blog post “Container
Breakouts – Part 1” [2]
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Attack Vectors – Privileged Container
Container is started privileged

Full access to the kernel of the host
⇒ write-access to /sys

Leverage Capabilities [7]:
⇒ CAP_SYS_ADMIN
⇒ CAP_SYS_MODULE

Host devices
⇒ full access to /dev

Host keys [4]
⇒ full access to /proc/keys

Hands-on blog post “Container
Breakouts – Part 2” [3]
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Attack Vectors – Docker Socket
Container is started with mounted Docker Socket (rw)

Full access to container control plain

Access to all running containers

Start “super-power” container
⇒ privileged
⇒ host network
⇒ host pid/ipc space
⇒ host hostname

⇒ finally enter host filesystem namespace:
nsenter -t 1 -m

Hands-on blog post “Container
Breakouts – Part 3” [5]
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Attack Vectors – Cloud Interfaces
Metadata API available from inside the container

Default configuration generally less impact, BUT

… one is going into the cloud to use cloud features.

Over permissive configuration leads to.

● Control over workload 
● Access to cloud storage
● Cloud account takeover
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Cloud Platform Comparison
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Details can be found: github.com/NodyHub/bsidesmuc2020
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Summary Attack Vectors

● Host Mounts

● Privileges

● Sockets

● Control Plane
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Attack Vectors Automation

● Break-out-the-box, Botb with a silent T by the amazing Chris Le Roy
○ https://github.com/brompwnie/botb

● The quite literal amicontained by the amazing Jezz Frazzelle
○ https://github.com/genuinetools/amicontained/ 
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Mitigation
● Depends heavily on your runtime

○ Most public PaaS runtime environments won’t allow insecure configurations

● If you insist on hosting yourself:
○ Do the same and harden your runtime ;-)

■ Build abstraction layer for deploying workloads with restricted set of options or 
■ Lint deployment artefacts
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Mitigation
● Dockerfile:

○ https://github.com/goodwithtech/dockle
○ https://github.com/hadolint/hadolint

● docker-compose.yml:
○ No tools in our lists, does not seem to be too common anymore. 

● Kubernetes YML: 
○ https://github.com/darkbitio/mkit
○ https://www.styra.com
○ https://github.com/cruise-automation/k-rail
○ https://github.com/zegl/kube-score
○ Roll your own PSP/OPA/Admission Controllers

■ Good input: https://aws.github.io/aws-eks-best-practices/pods/
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Conclusio
● Containers in the cloud can be operated securely

○ … and are a lot of fun to use from an engineering perspective!

● The challenge is NOT to mis-configure the attack surface
○ Control plane also covers provider-specific APIs (see e.g. [6])

● Selection of the cloud platform depends on your flavour
○ ...or on your company policy/golf court ;)
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Further Work
● Cloud Metadata Scraper
● Container privilege footprinting
● Extend botb to scan for binaries with assigned privileges
● Extend amicontained documentation to explain the performed checks
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Q&A
gurke.io/bsidesmuc2020
github.com/NodyHub/bsidesmuc2020
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